Be Safe Online

Keeping Children Safe in a Digital World

Many children and young people use the
internet for education, social and leisure
purposes. Children are naturally trusting,
curious and keen to explore the web but it's
important that they know how to keep safe.

‘ The internet is always changing and being

able to keep up-to-date with technology can be challenging. However, children and young
people often need support with problems they experience online.

Advice and guidance for parents

The internet is such an integral part of children’s lives these days. It opens up so many
educational and social opportunities, giving them access to, quite literally, a world of
information and experiences.

Whether on a computer at school, a laptop at home, a games console or mobile phone,
children and young people are increasingly accessing the internet whenever they can and
wherever they are.

As you would protect your child in the real world, you will want to make sure that they are safe
whatever they are doing. Like learning to cross the road, online safety skills are skills for life.
If your child understands the risks and can make sensible and informed choices online, they
can get the most from the internet and stay safe whilst doing so — particularly from those
people who might seek them out to harm them.

So, how can you protect your child online?

In this section we will provide information and links to websites that will provide you with all
you need to know about how to ensure your child is safe when going online.

If you have any concerns about your child’s safety online, please contact the school for further
support.

Parental controls offered by your home internet provider

The 4 big internet providers in the UK — BT, Sky, TalkTalk and Virgin Media - provide their
customers with free parental controls which can be activated at any time. They have come
together to produce helpful video guides to help you to download and set-up the controls
offered by your provider, details can be found_here.

Cyberbullying - Getting offensive content taken down

If online content is offensive or inappropriate, and the person or people responsible are known,
you need to ensure they understand why the material is unacceptable or offensive and request
they remove it. Most social networks have reporting mechanisms in place to report content
which breaches their terms, click here to see a list of contact details for Social networking
sites. If the person responsible has not been identified, or does not respond to requests to
take down the material, the parent / staff member should use the tools on the social networking
site directly to make a report.



https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls-offered-your-home-internet-provider
https://www.carrgreenschool.org.uk/downloadfile/8382098
https://www.carrgreenschool.org.uk/downloadfile/8382098

Some service providers will not accept complaints lodged by a third party. In cases of maobile
phone abuse, where the person being bullied is receiving malicious calls and messages, the
account holder will need to contact the provider directly. Before you contact a service provider
it is important to be clear about where the content is; for example by taking a screen shot of
the material that includes the web address. If you are requesting they take down material that
is not illegal, be clear to point out how it breaks the site’s terms and conditions. Where the
material is suspected of being illegal you should contact the police directly.

See below for advice on all aspects of digital security, safety and links to sites for
more guidance.

&/ sommon Safety advice for some of the most popular types of apps and
sense - . .
websites older children are using.

fyKsSafer  Advice about smartphones, gaming devices, tablets and other

Centre internet-connected devices, see more here.

Cyber Crime - NSPCC Play Like Share

This three-episode animated series and accompanying resource
pack aims to help eight-to-ten year olds learn how to stay safe from
sexual abuse, exploitation and other risks they might encounter
online such as sharing content. Follow this link to find out more.
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mp Internet Watch Foundation - The UK Hotline for reporting criminal
. ﬁ&&n?g‘:‘m online content: Child sexual abuse content hosted anywhere in the
world; Criminally obscene adult content hosted in the UK; Non-
photographic child sexual abuse images hosted in the UK. Reports
are confidential and can be made anonymously.
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A guide to sharing pictures online

YouRLLL: Useful YouTube Privacy Guide

The Terms and Conditions of Facebook state that a user must be 13
facebookd or over. If you are aware your child has an account please -

Click to do the 'Facebook check' - to help keep your child safe

Childnet have produced a privacy guide about ‘Graph Search'-
Facebook’s newest feature to help people explore content on the
site. The guide will help you check what other people can see about
you.


https://www.commonsensemedia.org/blog/16-apps-and-websites-kids-are-heading-to-after-facebook
https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parents-guide-technology
https://www.westyorkshire.police.uk/cyber
https://www.iwf.org.uk/
https://parentinfo.org/article/should-you-share-pictures-of-your-children-online
https://www.westyorkshire.police.uk/sites/default/files/files/crime-prevention/youtube_privacy_guide.pdf
https://www.childnet.com/downloads/Facebook_Check/Facebook_Checklist.pdf
https://www.commonsensemedia.org/blog/16-apps-and-websites-kids-are-heading-to-after-facebook
https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parents-guide-technology
https://www.westyorkshire.police.uk/cyber
https://www.iwf.org.uk/
https://parentinfo.org/article/should-you-share-pictures-of-your-children-online
https://www.westyorkshire.police.uk/sites/default/files/files/crime-prevention/youtube_privacy_guide.pdf
https://www.childnet.com/downloads/Facebook_Check/Facebook_Checklist.pdf
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Parent Info (from CEOP & The Parent Zone)

Expert information to help children and young people stay safe
online.

https://www.thinkuknow.co.uk/

Games Consoles Safety

Find XBox Live safety advice and setting to be considered to stay
safe.

Get Safe Online

Expert Advice on most aspects of IT and digital security click here

Safety Tips & Advice

At the UK Safer Internet Centre you can find e-safety tips, advice
and resources to help children and young people stay safe on the
internet.

Keeping children and young people safe online

https://www.hampshiresafequardingchildrenboard.org.uk/parents-
and-carers/be-safe-online/

There are many sites which offer information useful both at
home and at school. Please have a look at the links below.

Parenting in the digital age Internet Matters

Blocked someone? What can they

Vodafone Digital Parenting

still see?
Parentport.org.uk Parental guide to Instagram
Childline.org.uk Parental guide to Snapchat
Internetwatch.org.uk Parental quide to Twitter

Microsoft Guide to Windows
parental controls

Parental guide to Whatsapp

CEOP quide to dealing with nude
selfies

iTunes parental controls

Mac parental controls Staying safe on Minecraft



https://parentinfo.org/
https://www.thinkuknow.co.uk/
https://support.xbox.com/en-GB/browse/xbox-one/security
https://www.getsafeonline.org/
https://www.saferinternet.org.uk/
https://www.hampshiresafeguardingchildrenboard.org.uk/parents-and-carers/be-safe-online/
https://www.hampshiresafeguardingchildrenboard.org.uk/parents-and-carers/be-safe-online/
https://www.pitda.co.uk/
https://www.internetmatters.org/
https://vodafonedigitalparenting.co.uk/
https://www.bbc.co.uk/newsbeat/article/34538297/what-people-can-still-see-even-after-you-block-them-online
https://www.bbc.co.uk/newsbeat/article/34538297/what-people-can-still-see-even-after-you-block-them-online
https://www.parentport.org.uk/
https://dwn5wtkv5mp2x.cloudfront.net/ufiles/Instagram-Safety-4x4-Checklist_web.pdf
https://www.childline.org.uk/Pages/Home.aspx?utm_source=google&utm_medium=cpc&utm_term=childline&utm_campaign=uk%2bgo%2bs%2be%2bbnd%2bgrant%2bchildline%2bpure%2bbrand&gclid=CNj7jqyS87oCFYsBwwodzU8AMQ
https://dwn5wtkv5mp2x.cloudfront.net/ufiles/Snapchat-Checklist_web.pdf
https://www.iwf.org.uk/
https://dwn5wtkv5mp2x.cloudfront.net/ufiles/Twitter-Checklist_web.pdf
https://support.microsoft.com/en-gb/help/10551/microsoft-account-set-up-family-after-upgrade
https://support.microsoft.com/en-gb/help/10551/microsoft-account-set-up-family-after-upgrade
https://parentinfo.org/article/whatsapp-a-guide-for-parents-and-carers
https://support.apple.com/kb/ht1904
https://www.youtube.com/watch?v=XjV0lKYpakk&index=1&list=PLJpo3oC1S14lORIjgchtnyK7GBoW_rVDO
https://www.youtube.com/watch?v=XjV0lKYpakk&index=1&list=PLJpo3oC1S14lORIjgchtnyK7GBoW_rVDO
https://support.apple.com/kb/HT2900
https://parentinfo.org/article/staying-safe-on-minecraft
https://parentinfo.org/
https://www.getsafeonline.org/
https://www.saferinternet.org.uk/
https://www.westyorkshire.police.uk/cse/onlineguides

An interactive quide to setting up
parental controls from Internet
Matters



https://www.internetmatters.org/controls/interactive-guide/
https://www.internetmatters.org/controls/interactive-guide/
https://www.internetmatters.org/controls/interactive-guide/

